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1
Decision/action requested

SA3 is kindly requested to approve the proposed changes to TR 33.809.
2
References

[1]
TR 33.809
3
Rationale

The following editor’s note is addressed in this contribution
Editor’s note: the choice of signing entities is FFS.
4
Detailed proposal

***
BEGIN OF 1st CHANGE
***

6.27.2.1.1 Signing entities

In principle, a message should be signed by an entity that originates the message. Since system information blocks (e.g., MIB and SIB1-5) are originated by gNBs, gNBs should be able to sign those messages thus need to store the private keys used to sign the messages. 

To minimize security risk, some deployments may want to reduce the exposure of signing keys and keep them in secure locations (e.g., at core networks to reduce the number of entities that can access the signing keys). This requirement could arise when the security protection of an entity (e.g., gNB) is not considered sufficient, e.g., due to the lack of physical security or the use of a shared environment, or outsourced management of the environment, or other security reasons. 

Note that the significance of a signing key is different from other symmetric keys (e.g., for AS security) stored in gNB,   the latter is of local impact while the former may be of global impact. More specifically, the stolen symmetric keys in a particular gNB only allows an attacker to access traffic for the users served by that gNB. However, a stolen signing key may allow an attacker to sign arbitrary system information, resulting in attacks on many more potential users. Thus, a signing key needs to be protected with more caution. 

In the undesirable case when a signing key is stored in a gNB location, a central signing entity, e.g., the Digital Signing Network Function (DSnF) in solution 20, at the core networks can be used to sign messages for a gNB so that it does not need to store the signing keys. Note this delegated signing has some drawbacks such as transmission delayd and bandwidth overhead. 
Therefore, a gNB itself will sign system information if there is no security concern with storing a signing key in the gNB. The system architecture in which a gNB signs SIs is described in this solution. If there is a such concern, a core network function can perform the signing for the gNB. The system architecture in which a core network function signs SIs is described in Solution #20. 

(D1): Both gNB and a core network function can perform digital signing of system information based on operator’s deployment and security requirements. 

***
END OF 1nd CHANGE
***

